
Eternal blue machine in THM 

 
Machines IPs 

 
Attacking Machine is: 10.113.88.210 

Target Machine is:10.113.153.141 

 

Task1 (Recon) 

First of all, we should identify which ports are open to determine the vulnerabilities we can exploit 
on the target machine , So First command I have used is nmap -A 10.113.153.141 

and I found that port 445 open has microsoft-ds service which vulnerable with eternal blue 
vulnerability (CVE-2017-0144)

 

 



And if we add --script vuln we can see that Vulnerability has Security Bulletin code MS17-010 Or we 
can search The vulnerability in Exploit Database and we will get same results 

 

Questions Answers 

How many ports are open with a port number under 1000? 

The Answer is: 3 

What is this machine vulnerable to? (Answer in the form of: ms??-???, ex: ms08-067) 

The Answer is: ms17-010 

 

Task 2 (Gain Access) 

To exploit this Vulnerability, I will use Metasploit tool , opening the tool by msfconsole command

 

 

 

 



By searching about, the Vulnerability Security Bulletin code MS17-010

 

 

I have found a pre-made exploit to the vulnerability so I use it  

 

 

 

Opening payload options to see what is the missing Elements

 



Only missing thing was RHOSTS Element that represent our Target Machine IPv4 address

 

 

As it was asking in one of questions I change the payload to windows/x64/shell/reverse_tcp

 

 

After everything is ready I start the exploitation and it successfully worked and I get a shell on the 
target machine

 

 

 



Making session in Background to Escalate it to meterpreter shell

 

Questions Answers 

Find the exploitation code we will run against the machine. What is the full path of the code? (Ex: 
exploit/........) 

The Answer is: exploit/windows/smb/ms17_010_eternalblue 

Show options and set the one required value. What is the name of this value? (All caps for 
submission) 

The Answer is: RHOSTS 

Task 3 (Escalate) 

We have a shell in the windows target machine but it`s regular one so we should Escalate to 
meterpreter shell to make commands more advance and more useful than regular usage 

So we start search about shell_to_meterpreter exploit that making us turn session that has regular 
shell to meterpreter shell

 



Now I have to available sessions regular shell and meterpreter shell 

 

By using session 2 we are in target machine now, and now as next step after we are in is to hide our 
malicious activity and in same time get higher privilege, so I used migrate command to change the 
process that my exploit work into cmd.exe process

 

 

Questions Answers 

If you haven't already, background the previously gained shell (CTRL + Z). Research online how to 
convert a shell to meterpreter shell in metasploit. What is the name of the post module we will use? 
(Exact path, similar to the exploit we previously selected)   

The Answer is: post/multi/manage/shell_to_meterpreter 

Select this (use MODULE_PATH). Show options, what option are we required to change? 

The Answer is: SESSION 

 

 

 

 

 

 

 

 

 



 

 

Task 4 (Cracking) 

By using hashdump command I get all users in the machine and them hashed passwords

 

 

And by using JTR tool in my target machine I have manage to crack the password

 

 

Questions Answers 

Within our elevated meterpreter shell, run the command 'hashdump'. This will dump all of the 
passwords on the machine as long as we have the correct privileges to do so. What is the name of 
the non-default user?  

The Answer is: Jon 

Copy this password hash to a file and research how to crack it. What is the cracked password? 

The Answer is: alqfna22 

 

 

 

 

 

 



Task 5 (Find flags!) 

 

Questions Answer  

Flag1? This flag can be found at the system root.  

 

The Answer is: flag{access_the_machine} 

 

Flag2? This flag can be found at the location where passwords are stored within Windows. 

 

 

The Answer is: flag{sam_database_elevated_access} 

 



flag3? This flag can be found in an excellent location to loot. After all, Administrators usually have 
pretty interesting things saved.  

 

The Answer is: flag{admin_documents_can_be_valuable} 

 


