FINAL PROJECT
(PENETRSTION TESTING)

Vulnerability 1

Vulnerability Name: DOM-Based Cross-Site Scripting (DOM XSS)
Vulnerability Category: Cross-Site Scripting (XSS)
CVSS Score: 6.1 (Medium)

Juice Shop Challenge Difficulty: 1 Star
Description

DOM-Based Cross-Site Scripting (DOM XSS) occurs when client-side JavaScript processes
attacker-controlled input and inserts it into the Document Object Model (DOM) without properly
validating or sanitizing the input. In this vulnerability, an attacker can inject JavaScript code through
an iframe payload containing a JavaScript URI.

The vulnerable functionality allows the injected payload to be interpreted and executed within the
victim's browser context.

Affected Functionality or Endpoint

The affected functionality is the client-side functionality of the OWASP Juice Shop application that
processes the attacker-controlled input used in the DOM XSS challenge.

Proof of Concept (PoC)

The vulnerability was successfully demonstrated using the following payload:
<iframe src="javascript:alert(\xss")">"

When the payload is processed by the vulnerable functionality, the JavaScript code executes in the
browser and displays an alert containing the text xss.



Screenshots / Evidence

Screenshots will be provided showing;:

1. Theinjected payload.

Q, <iframe src="javascript:alert( xss )">|

2. The resulting JavaScript alert.
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Security Impact

Successful exploitation of DOM XSS allows an attacker to execute arbitrary JavaScript in a victim's
browser within the application's security context. Depending on the application's functionality and
security controls, this could potentially be used to manipulate page content, perform actions on
behalf of the victim, or access information available to client-side JavaScript.

How to Fix the Vulnerability

User-controlled input should be properly validated and safely handled before being inserted into
the DOM. The application should avoid dangerous DOM manipulation methods and JavaScript URI
schemes when processing untrusted input. Appropriate output encoding and sanitization should
also be implemented, together with a restrictive Content Security Policy where applicable



Vulnerability 2 Administrator Login Injection

Vulnerability Name: Admin Login
Vulnerability Category: SQL Injection
CVSS Score: 9.8 (Critical)

Juice Shop Challenge Difficulty: 2 Stars

Description

The login functionality is vulnerable to an injection attack that allows an attacker to manipulate the
application's authentication query or logic. By supplying specially crafted input in the login fields,
the authentication mechanism can be bypassed.

This allows an unauthenticated attacker to successfully log in using the administrator's account
without possessing the legitimate administrator credentials.

Affected Functionality or Endpoint

The affected functionality is the application's login/authentication functionality, specifically the
administrator login process.

Proof of Concept (PoC)

A specially crafted injection payload was submitted through the login functionality. The application
accepted the manipulated input and authenticated the attacker as the administrator without
requiring the legitimate administrator password.



Screenshots / Evidence

Screenshots will be provided showing;:
1. The login page before exploitation.

2. Theinjected login input.

Kali-linux-2025.3-vmware...

® OWASP Juice Shop

Applicat:

C @ O D 127.0.01 w @®

OffSec  KaliLinux @ KaliTools = KaliDocs ¢ Kali Forums X Kali NetHunter  Exploit-DB Hacking DB £) Add-ons Manager

You successfully solved a challenge: Login Admin (Log in with the administrator's user account.)

<> Jump to related coding challenge

Login

admin

3 Log in
[0 Remember me

or

3. Successful authentication as the administrator.

4. Relevant Burp Suite request/response evidence, if available.

Burp  Project Intruder Repeater View  Help ™
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer
1 2 x +
-
Request Response
ratty — o @ v = ety Ra Heox =

Usar-Agent: Mozilla/s.© (X11; Linux x86_64; rv:128.8)

Gecko/20100101 Firefox/128. 0 s {
4 Accept: application/; text/plain, */*

Accept-Language: en-US,en;q=0.5 “token"

Accept-Encoding: gzip, deflate, br "ey)0eXAi01IKV10iLC T1N119. eyIkYXRKI;p7Inl
http: //127.0.0.1:3000/ kTj oxLCI1lec 2VybnF! YWLST )01 YWRE sWSAanVp

IwYXNzd29y2 5 De 2Mj UWNTE

sdXhLVGSrZ

“authentication®: {

Referer
Content-Type: application/;
Contant-Length: 46

Origin: http://127.0.0.1: 3000

= vRwgZRND 7ne0L142Y
cookieconzent_
Sec-Fetch-Dest
Sec-Fetch-Mode! cors
Sec-Fetch-Site
Priority: =0

Ywl kT3 oxLCIPYXOA
10t FE=YOqZomAw_02V5
YVAVIP2V

RPN axpeL 73

same-origin

<
“email*: “admin' s, “umail: “admingjuic
“password": "adman ¥
¥ ¥
A& € > o ohighlights | (D & €| > o
Done

Eventlog(31®  Allissues

Extensions Learn

Target: http:/127.0.0.1:3000 /P

Inspector

Request attributes
Request query parameters
Request cookies
Request hoaders

Response headers

© Memory:123.5MB

X s

30 o [N

2

2

o v &
o
€ v

=

g

g

14

-

&

&

3

g(

<

1,770 byte

*¢ Deabled v



Security Impact

This vulnerability can result in complete authentication bypass. An attacker who successfully
exploits the issue may gain administrator-level access to the application and perform privileged
actions. This could lead to unauthorized access, modification of application data, and compromise
of other users' information.

How to Fix the Vulnerability

The application should use parameterized queries or prepared statements instead of dynamically
constructing database queries from user input. User input should also be properly validated, and
authentication logic should be implemented securely. Error messages should not reveal
information about the underlying database or authentication process.

Vulnerability 3 IDOR - Basket Access

Vulnerability Name: View Basket
Vulnerability Category: Broken Access Control /IDOR
CVSS Score: 7.7 (High)

Juice Shop Challenge Difficulty: 2 Stars

Description

The application does not properly enforce authorization when accessing shopping basket
information. By modifying the identifier associated with a basket request, an authenticated user
can access another user's shopping basket.

This represents a Broken Access Control vulnerability and can also be classified as an Insecure
Direct Object Reference (IDOR), because the application relies on a user-controlled object
identifier without sufficiently verifying that the requesting user is authorized to access the
referenced resource.

Affected Functionality or Endpoint

The affected functionality is the shopping basket functionality and the endpoint responsible for
retrieving a user's basket.



Proof of Concept (PoC)

After accessing the user's own shopping basket, the basket identifier in the relevant request was
modified to reference another user's basket.

The application returned the other user's basket information instead of rejecting the request,
demonstrating that authorization was not properly enforced.

Screenshots / Evidence

Screenshots will be provided showing:

1. The original request for the user's own basket.
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The modified request and response showing another user’s basket.
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1 GET /rest/basket/S HTTP/1.1 HTTP/1.1 200 OK
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Security Impact

An attacker could potentially access private information belonging to other users. Depending on
the information stored in the basket, this may expose products, quantities, user-related
information, or other sensitive application data.

The vulnerability demonstrates that authentication alone is insufficient because the application
fails to verify authorization for the requested resource.

How to Fix the Vulnerability

The server should perform an authorization check for every basket request. The application must
verify that the authenticated user owns or is otherwise authorized to access the requested basket
before returning its contents. Authorization checks must be performed server-side rather than
relying on user-controlled identifiers.

Vulnerability 4 Price Manipulation

Vulnerability Name: Payback Time
Vulnerability Category: Business Logic Vulnerability
CVSS Score: 7.7 (High)

Juice Shop Challenge Difficulty: 3 Stars

Description

The application's payment/order functionality does not properly validate or enforce the expected
business rules for order values. By manipulating the relevant input associated with an order, it is
possible to create an order that results in an unintended financial outcome for the attacker.

The vulnerability demonstrates insufficient server-side validation of values used during the ordering
or payment process.

Affected Functionality or Endpoint

The affected functionality is the shopping cart/order and payment processing functionality of the
OWASP Juice Shop application.



Proof of Concept (PoC)

The order-related input was manipulated so that the resulting order generated an unintended
positive financial balance for the attacker.

The application accepted the manipulated values instead of rejecting the invalid transaction,
demonstrating that the server did not properly validate the order's financial logic.

Screenshots / Evidence

Screenshots will be provided showing:

1. The original order/cart state.
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Manipulated Request and Response.

Request

Fretty  Raw  Hex
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Host: localhost: 3000
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sec-ch-ua: "Not-A, Brand
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9 User-Agent: Mozilla/5.0 (X11; Linux xB86_64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/146.0.0.0 Safari/537.36
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11 Content-Type: application/json
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Cart Total After Price Manipulation.

J§ OWASP Juice Shop
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Response

Pretty  Raw  Hex  Render

HTTR/1.1 260 OK

-

Access-Control-Allow-Origin: *
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self’

X-Recruiting: /#/jobs

Comtent-Type: application/json: charsst=utf-g
Comtent -Length: 159

ETag: W/*9f-frukBtqbiSBabFZ7gulnEInlhxg"

10 Vary: Accept-Encoding

11 Date: Thu, 20 Aug 2026 12:29:33 GHT

12 Connection: keep-alive

13 Keep-Alive: timeout=5

4
6

14
15 1
"status":'success",
"data”
*ProductId": 24,
"BasketId":6,
. -1500,
. :"2026-08- 20T11:54: 23. 4632" ,
“updatedAt": " 2026-08- 20T12: 29: 33, 8372"
T
¥

A& ¢ >  sach

&= -1500 (3

"B Checkout

Il gain 0 Bonus Points from this ord

bl 0 highlights

Total Price: -1335a




5. Successful Checkout with Manipulated Price.

Thank you for your purchase!

/|
ugyvkb, gguyvyu, uvhv , 26623

g is bei roce - i . iviyivi
%’) order E__as:)ali);;an placed and is being processed. You can check for status updates on our Phone Number 6151615165

Order Summary y B
Product Quantity Total Price

Apple Pomace :] -1500 -1335.00m

Items -1335.008
Delivery 0.99a
Promotion 0.00a
Total Price -1334.01n

You have gained 0 Bonus Points from this order!

Security Impact

Successful exploitation could allow an attacker to manipulate financial transactions and obtain an
unauthorized financial benefit. In a real-world e-commerce application, similar flaws could result
in financial loss, fraudulent transactions, incorrect account balances, and significant business
impact.

How to Fix the Vulnerability

All financial values and transaction calculations must be generated and validated on the server
side. The application should never trust price, quantity, discount, credit, or other financially
significant values supplied by the client. Business rules should be enforced server-side, and
transactions should be rejected whenever calculated values fall outside the expected conditions.



Vulnerability 5 Password Reset Bypass

Vulnerability Name: Bjoern's Favorite Pet
Vulnerability Category: Broken Authentication
CVSS Score: 7.4 (High)

Juice Shop Challenge Difficulty: 3 Stars

Description

The password recovery mechanism relies on a security question as part of the authentication
process. The security question and its answer can be used to reset the password of Bjoern's
OWASP Juice Shop account.

The vulnerability demonstrates weaknesses in the account recovery mechanism because
knowledge of the original security-question answer is sufficient to initiate a password reset without
requiring a stronger form of identity verification.

Affected Functionality or Endpoint

The affected functionality is the Forgot Password / password recovery mechanism.

Proof of Concept (PoC)

The password recovery functionality was accessed for Bjoern's account. The original answer to the
account's security question was supplied, allowing the password reset process to be completed.

The successful password reset demonstrates that the account recovery mechanism can be abused
when the security-question answer is known or successfully guessed.



Screenshots / Evidence

Screenshots will be provided showing:

1. Finding Bjoern's emailin a review.

ng pats [ y! % A OWASP juce Shop

A Notsecure  192.168.1.12 arch

Reviews (1)
bjoern@owasp.org

Wait for a 108 Steam sale of Tabletop Simu
lator!

Write a review

v @ Leaming paths | W X @ OWASP Juice Shop

« G A Notseare 192,16 got-passw o py Verify s you

= .i OWASP Juice Shop QO Account ™ YourBasket° @DEN

Forgot Password

Email”

bjoem@owasp.org

Repeat New Password”

Show password advice




3. Quick Google Search to find the answer.

Bjrn Kimminich

0

Bjorn Kimminich pet

WYY - Thankyall

jorn Kimminich (@bkimmi
8jom Kimminich (@b .

Zaya the.t

v @ teamingp y Z s x sjom Ki 4 Ask Gemini

< . 12:3000/#/forgot i &

QO Acount ¥ YourBasket | @DEN

You successfully solved a challenge: Bjoern's Favorite Pet (Reset the password of Bjoem's OWASP account via the Forgot Password mechanism with the original answer o his security question.)
<> Jump to related coding challenge

Forgot Password

Show password advice




Security Impact

An attacker who obtains or guesses the security-question answer could potentially take over the
associated account. Account takeover may allow the attacker to access private information,
perform actions as the victim, or make unauthorized changes to the account.

How to Fix the Vulnerability

Security questions should not be relied upon as the primary mechanism for account recovery
because their answers may be publicly discoverable or easily guessed. A stronger password-reset
mechanism should use a randomly generated, short-lived, single-use reset token delivered through
a verified communication channel. Additional protections such as rate limiting and monitoring
should also be implemented.

Vulnerability 6 Poison Null Byte File Access

Vulnerability Name: Poison Null Byte
Vulnerability Category: Path Traversal / Insecure File Handling
CVSS v3.1 Base Score: 7.5 (High)

Juice Shop Challenge Difficulty: 4 Stars

Description

The application exposes an /ftp directory that is reachable from a link on the About Us / Terms of
Use page. This directory lists a number of files, including backup and legacy files that are not meant
to be publicly downloadable. The server enforces a file-extension allow list on this directory, only
permitting .md and .pdf files to be downloaded directly; requesting a file with any other extension
(such as .bak) returns an error stating that only .md and .pdf files are allowed.

This restriction can be bypassed using a Poison Null Byte. A single URL-encoded null byte (%00)
was not sufficient on its own, since the browser/URL layer decodes it once before the request
reaches the application. Encoding the percent sign as well, producing %2500, ensured the null byte
survived that first decoding step and was only resolved to an actual null byte once the server
processed the filename internally. By appending %2500 followed by an allowed extension (.md) to
the end of the restricted filename, the server's extension check inspects the trailing ".md" and
treats the request as valid, while the underlying file system call still resolves the null-terminated
string and returns the original restricted file. This is a classic Improper Input Validation flaw: the
validation layer and the file-access layer interpret the same string differently, and the null byte is
used to desynchronize the two.



Affected Functionality or Endpoint

The affected functionality is the /ftp file listing and download endpoint, specifically its file-
extension validation logic. The vulnerability was demonstrated against a restricted backup file
discovered in this directory (a legacy coupon file with a .bak extension).

Proof of Concept (PoC)

The /ftp directory was first located via a link on the About Us page (the "Check out our terms of use"
link resolves to a file under /ftp), revealing that the directory itself is browsable.

A restricted file inside /ftp (an old coupons backup file with a .bak extension) was requested directly
and rejected by the server with an "Only .md and .pdf files are allowed!" error.

The request was then modified to append the double-encoded null byte followed by an allowed
extension, in the form: /ftp/coupons_2013.md.bak%2500.md

The server accepted this request as valid because it saw the trailing ".md", but the operating
system's file handling terminated the filename at the null byte, causing the original .bak file to be
returned to the attacker.

Screenshots / Evidence

Screenshots will be provided showing;:

1. The About Us page with the "Check out our terms of use" link showing the /ftp URL.

v @ Leaming paths | Web Security | X & OWASP Juice Shop 4 Ask Gemini

€ > C A Notsecure 192.168.1.12 L éj o 0

.‘ OWASP Juice Shop Q O Account ¥ YourBasket ° @EN

About Us
Corporate History & Policy

Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore magna aliquyam erat,
sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea takimata sanctus est Lorem
ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor invidunt ut labore et dolore
magna aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Stet clita kasd gubergren, no sea
takimata sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed diam nonumy eirmod tempor
invidunt ut labore et dolore magna aliquyam erat, sed diam voluptua. Duis autem vel eum iriure d hendrerit in vulputate velit esse
molestie consequat, vel illum dolore eu feugiat nulla facilisis at vero eros et accumsan et iusto odio d sim aui blandit praesent luptatum
zzril delenit augue duis dolore te feugait nulla facilisi. Lorem ipsir ‘ ot, = e d diam nonu

euismod tincidunt ut laoreet dolore magna aliquam erat volutsat €

At vero eos et accusam et justo duo dolores et ea rebum. Stet d aubergren, no sea takimata sanc

amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, sed dnam nonumy eir iount ut labore et dolore magna
aliquyam erat, sed diam voluptua. At vero eos et accusam et justo duo dolores et ea rebum. Slet cll(a kasd gubergren, no sea takimata
sanctus est Lorem ipsum dolor sit amet. Lorem ipsum dolor sit amet, consetetur sadipscing elitr, At accusam aliquyam diam diam dolore
dolores duo eirmod eos erat, et nonumy sed tempor et et invidunt justo labore Stet clita ea et gubergren, kasd magna no rebum.

Customer Feedback




2. The /ftp directory listing itself, showing it's publicly browsable.

v @ Leaming paths | Web Security /X @ listing directory /ftp/

4 Ask Gemini a

« C A Notsecure 192.168.1.12 f w é, o 0} Verify it's you

acquisitions md announcement_encrypted md

encrypl pyc

package-lock json bak

package json bak Suspicious_errors.ym

3. The rejected request and 403-style error when requesting the coupons_2013.md.bak file

directly.

+ 4 Ask Gemini a

v @ Leaming paths | Web Security | X & Error: Only .nd and .pdf files ar X

« C A Notsecure 192.168.1.12 p/cou; nd.bak 43 @ o £} Verify it's you

OWASP Juice Shop (Express *4.22.1)

403 Error: Only .md and .pdf files are allowed!

y (



http://192.168.1.12:3000/ftp/coupons_2013.md.bak

4. The modified request containing the %2500.md payload (%00 didn’t work so we used %2500
instead because it’s URL encoded).

Send &3 + Burp Al

Request

Pretty R H H

GET /Fftp/coupons_2013.md.bak®#%2580.md HTTP/1.1

Host: 192.168.1.12:3000

Upgrade-Insecure-Requests

User-Agent: » lla/s. C ©; Wine4a;
Chrome/151

nl+xml, applicatior
bp, image/apng /! 8,applicatior

Referer: http

Accept-Encodin

Accept-Language S :

Cookie: language=en; welcomebanner
cookieconsent i ; continueCod

Send S} +y Burp Al

Request Response
Pretty Raw

Access-Control-Allow-Origir
X-Cont g
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Security Impact

This vulnerability allows an attacker to bypass file-extension restrictions and retrieve files that were
never intended to be publicly accessible, including backups, legacy data, and potentially other
sensitive artifacts left on the server. In this case it exposed an old coupon backup file, which in turn
enabled further exploitation (see Finding 7). In a real-world deployment, this class of flaw could
expose source code backups, credentials, configuration files, or other confidential data.

How to Fix the Vulnerability

File-serving endpoints should validate the requested filename and extension using safe,
canonicalized path handling rather than simple string/suffix checks, and should reject any filename
containing null bytes or other control characters before it reaches the file system layer. Ideally,
arbitrary user-controlled file paths should not be used to resolve files on disk at all; a safer
approach is to map requested resources to an internal identifier or allow list of known, intentionally
published files. Legacy, backup, and temporary files should also not be stored in a publicly
reachable directory in the first place.

Vulnerability 7 Predictable Coupon Encoding

Vulnerability Name: Forged Coupon
Vulnerability Category: Cryptographic Issues (Insecure / Predictable Encoding of Sensitive Values)
CVSS Score: 7.7 (High)

Juice Shop Challenge Difficulty: 6 Stars

Description

OWASP Juice Shop generates discount coupon codes by encoding a formatted string (a month/year
identifier combined with a discount percentage) rather than by issuing a random, server-tracked,
single-use token. Because the encoding scheme is a reversible, publicly known algorithm rather
than a cryptographically strong or unpredictable value, an attacker who recovers one legitimate
coupon and identifies the pattern used to build it can construct new, arbitrary coupon codes of
their own choosing — including codes for discounts far higher than any coupon the store actually
issued.

This is classified as a Cryptographic Issue: the weakness is not in the discount logic itself, but in the
use of a predictable/reversible encoding in place of a proper cryptographic control (such as a
signed or randomly generated, server-validated token) to protect a value that has real financial
impact.



Affected Functionality or Endpoint

The affected functionality is the discount coupon generation and redemption mechanism used at
checkout, and the historical coupon data that was exposed via the Poison Null Byte vulnerability
described in Finding 6.

Proof of Concept (PoC)

A backup file containing a list of historical, encoded coupon codes was recovered from the /ftp
directory using the Poison Null Byte technique described in Finding 6.

The recovered coupon strings did not resemble plaintext, so several standard encoding schemes
were tested against them using Burp Suite's Decoder tool (including Base64 and other common
encodings). None produced a readable result. A web search for the encoding format used by
OWASP Juice Shop's coupon system identified Z85 as the scheme in use. Decoding a recovered
coupon string using Z85 confirmed this, revealing a plaintext value in the format MONTHYEAR-
PERCENT (a month, year, and discount percentage).

Using this pattern and the latest coupon | found on the website’s BlueSky Page, a new string
representing the current month/year and a 90% discount was constructed and encoded using the
same scheme, producing a coupon code that was never actually issued by the store.

The forged coupon code was submitted at checkout and was accepted by the application, applying
a 90% discount to the order.

Screenshots / Evidence

Screenshots will be provided showing;:

1. The recovered historical coupon list from the backup file in the last response and its decoding

zss5) Showing the underlying (M/Y-%) pattern.

)E DECODE

Ascii85 ~

285 (ZeroMQ)




2. The last coupon found on OWASP Juice Shop BlueSky page.

|i OWASP Juice Shop @owasp-juice.shop - 18d
L J

[ & ] Save 30% during your next shopping frenzy with #coupon code:
k#*Aghz3Zs (expires 2026-08-31)

3.Decoding it and using it to forge a new coupon with a bigger discount.

ENCODE DECODE

Ascii85 ~

285 (ZeroMQ)

4. The newly forged coupon code constructed from that pattern and encoding it to be able to use it.
ENCODE D

Ascii8b ~

Z85 (ZeroMQ)

5. The redeem request applying the forged coupon and the resulting discount.

Add a coupon Add a coupon code to receive discounts

Your discount of 90% will be applied during checkout.

Coupon*

Need a coupon code? Follow us on BlueSky or Reddit for monthly coupons and other spam!




Security Impact

Successful exploitation allows an attacker to generate valid, high-value discount codes at will,
without ever being issued one by the store. This results in direct financial loss for the business,
since discounts can be applied to any order without limit or authorization. More broadly, the
vulnerability shows that discount codes are validated based on being correctly formatted rather
than on being an unpredictable value verifiably issued and tracked server-side.

How to Fix the Vulnerability

Coupon codes should be generated using a cryptographically secure random value (or a securely
signed token) rather than a deterministic encoding of predictable fields such as month, year, and
discount percentage. Every issued coupon should be stored server-side along with its validity
period and remaining redemptions, and redemption should be validated by look-up against that
store rather than by decoding the submitted code. Historical or backup files containing coupon
data should not be reachable from a publicly exposed directory, which also reinforces the need to
remediate Finding 6.

Vulnerability 8 Changing Password

Vulnherability Name: Change Bender's Password
Vulnerability Category: Broken Authentication
CVSS Score: 8.1 (High)

Juice Shop Challenge Difficulty: 5 Stars

Description

The application contains a Broken Authentication vulnerability in its password modification
endpoint (/rest/user/change-password). When an authenticated user attempts to change their
password, the server is supposed to require and validate three parameters: current, new, and
repeat. However, the backend application fails to properly validate the existence or validity of the
current password field.

An attacker can exploit this logic flaw by intercepting the HTTP request using a web proxy (e.g., Burp
Suite) and removing the current parameter entirely. The server processes the request as valid,
bypassing current-password verification and allowing an unauthorized password update for the
target user (Bender).



Affected Functionality or Endpoint

¢ Endpoint: /rest/user/change-password
e HTTP Method: GET (or POST/PUT via APl endpoint depending on implementation version)

e Vulnerable Parameter: current

Proof of Concept (PoC)

1. Loginto the target application as Bender (e.g., using stolen credentials, session hijack, or
SQL Injection on the login form).

2. Navigate to User Profile / Change Password section.

3. Intercept the password change request using Burp Suite Proxy.
4. Send the captured request to Burp Repeater.

5. Remove the current parameter from the query string entirely.

6. Execute the modified HTTP request. The server returns a 200 OK status with a successful
response payload.

7. Logout and log back in using bender@juice-sh.op and the new password slurmCl4ssic to
confirm account takeover.

Screenshots / Evidence

1. Burp Suite HTTP history log displaying the intercepted password change request.

Ee -

Request Respanse [ ]
Pretty Raw Hex ® N = pretty Raw Hex Render [ =
1 GET /rest/user/change-passward?cur rent=Fjffjfjf]tnew-123456Grepeat=123456 HTTP/1.1 1 HTTR/L.1 401 Unauthorized
2 Host: localhost : 3000 2 Access-Control-Allow-Origin: *
3 sec-ch-ua-platforn: "Linux" S X-Content-Type-Options: nosniff
4 tuthorizstion: Bearer _ 4 X-Frame-Options: SAMEORIGIN

£y J0eXAL 03 IKV10LLCIhbGe104 ISUZI NG 99, ey JkYXRhI{ p7Inl kIj0zLCI1c2VybnPt ZSIETAISINVE W =

16

15I3 01 YmVUZGVy QG Lawhl LXNoLmSwI iwicGFzc 3dvenQi0d IxYm Jk ODg2NDYwODI SMDELZTVKN] ALZWQON
DI1MiILMSISINJvbGUiOiJjdXNeb211ciIsInRLbHVAZYRYa2VUT] 0ilivibGFzdExyZ2luSXALDITLCIW
emomaiL SWLhZ2U1 01 Jhe SN dHMveHVib GLj L2Lt Ywdl cy 81 cGrwYWRzL2R1 ZnFLbHOUE SZnTiwidGIoeFN
131 dCI6Ti IS Inl 2QWNOaXZL T pecnVlLCI] cnVhdGVk QX104 Ty MDI 2L TAALTIx IDEYO] A40] QL] MSOC
ArMDAGBMDALLCI1cGRdGVKQXQL01TyMOT 2L T AALTIx IDESO] Q50] EzLj AOMCArHMDASMDALLC Ik Zwx1 dGVk
¥Qi0mS1bGxSLCIiaNgi0j MsInl hdCIEMT CANZMOMTkWOHO . qX2ia2nEsbxYuj 3xubhoUgebeiipsziRnT6F
hix AmbSFEKb] hBsVCqOddERy Wy cXMuel 462 SBXA0VQz1ATYRgAQrhlseIPzoz r rYkY_BAuLLHEAARBNE3S
HLD9zAqx 7UIbDFSUVM_LKRLpaGpdniy JoLHEqCE045Eh 2f gSiaZl

Accept-Language: en-LS, en;g=0.9

Accept: application/jsen, text/plain, */*

sec-ch-ua: "Not-A.Brand”;v="24", "Chromium";v="14&"

User-Agent: Mozilla/5.0 (¥11; Linux xB6_64) AppleWebKit/537.36 (KHTML, like Geckol
Chrome/146.0.0.0 Safari/537.36

sec-ch-ua-mobile: 70

Sec-Fetch-Site: same-origin

Sec-Fetch-Mode: cors

Sec-Fetch-Dest: empty

Referer: httpi//localhost:3000/

Accept-Encoding: gzip, deflate, br

Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=disnmiss;
continueCode=0wy5Q0enYWKd] vTEIXS2hAChbhj 0c6xUbQT2buDOs ZaFOKt NLAVXDBkn Z6aR; token=
2y J0eXA1 01 JKV10iLCIhbGei0i JSUZI1N 9, ey JkYXRhI{ p7InlkIj0zLCIle2VybnFt ZSI6I1IsInVt VW
15I3 01 YmVUZGVy QG LaWl LXNoLmwIiwicGFzc 3dvenQi0d IxYm Jk ODg2NDYwODI SMDELZTVKN] ALZWQON
DI1MjILMSISInJvbGUiOiJjdXNeb211ciIsInRLbHVAZVRYa2VUT] 0ilivibGFzdExyZAuSXALDITLC W
cmomaix| SWLhZ2U1 04 Jhe ML dHMveHVibGLi L2Lt wdl cy 91cGrv YWRzL2R1 ZnFLbHOuC SZnTiwidGI0cFN
131 dCI6Ti IS Inl 2QWNOaXZL T pecnVlLCI] cnVhdGVk QX104 Ty MDI 2L TA4LTIx IDEYO] A40] Q4L] MSOC
ArMDAGBMDALLCI1cGRGVKQXQL01TyMOT 2L T AALTIx IDESO] Q50] EzLj AOMCArHDASMDALLC Ik Zwx1 dGvk
¥Qi0mS1bGxSLCIiaNgi0j MsInl hdCIBMT CANZMOMTkWOHO  qX2ia2nEsbxYuj 3xubhoUgebeiipsziRnTeR
hix AmbSFEKb] hBsVCqOddEFyWy CXMueQL 462 SBXA0VQz1ATYRGAQrh1seIPzoz r FYkY_B4UL1HEAARBNESS
HLD9zAqx 7UIbDFSUVM_LKRLpaGp iy JoLHBqCE043Eh 2 gSitaZU
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Feature-Policy: payment 'self'
X-Recruiting: /#/jobs

Content-Type: text/html; charset=utf-8
Content-Length: 32

ETag: W/"20-6tKKLCLLGONZRSINY Jyo/E13vg"
10 vary: Accept-Encoding

11 Date: Fri, 21 Aug 2026 19:58:13 GMT
12 Connection: keep-alive

13 Keep-Alive: timeout=5

14

15 Current password is not correct.
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2. Modified HTTP request with the removed current parameter and the corresponding HTTP
200 OK response payload.

Request Response m ==
Pretty Raw Hex = N = prey Raw Hex Render [ n =
— —

1 GET frest/user/change-password?new=slurncl4ssic&repeat=slurncldssic HTTP/1.1 HTTP/1.1 200 OK

2 Host: localhost : 3000 2 Access-Control-Allow-Origin: *

5 sec-ch-ua-platform: "Linux” 3 X-Content-Type-Options: nosniff

4 Authorization: Bearer

X-Frame-Options: SAMEORIGIN

Feature-Policy: payment 'self’

6 X-Recruiting: /#/jobs

7 Content-Type: application/json; charset=utf-&
Content-Length: 343

) ETag: W/"157-zAFsUNSGnXDrXmAZl vhoPOanU74"

0 Vary: Accept-Encoding

Date: Fri, 21 Aug 2026 20:00:16 GMT

2 Connection: keep-alive

3 Keep-Alive: timeout=5

eyJOeXAL01IKV1QLLCIhbGe101 ISUzIINLIS. ey JkYXRhI  p7Inl kIjozL CI1c2VybnFt ZSIEI1iTIsImWE YW
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ArMDAGMDALLCI1cGRhdGVk QX010 Iy MDIZLTA4LTIx IDESO] 050] EzLj AOMCArMDASMDALLCIK ZnxdGVka
H010m51bGxS9LCI1aW010j MsIml hd CTEMT c4NzMBMTkwOHD . qX2ia2mEsbxYuj 3xubholgebciipBziRnTEF
hxAnbSFEKb] hBsVCqOdd6FyWyc XMueQ1462c9BX40V0z1 A7Y¥RqAQrhlseIPzozr rYkY S84ullHEAARBNB3S
H1D9z Aqx 7UJbDFSUvM_LKRLpaGp4nivy JoL HBqCE043ER2f gSKaZLl

Accept -Language: en-US,en;g=0.9

@

Accept: application/json, text/plain, */% i
7 sec-ch-ua: "Not-A. Brand";v="24", "Chromium";v="146" [—
S User-Agent: Mozilla/S.0 (X11; Linux x86_64) AppleWebKit/S37.35 (KHTML, like Gecko) "3,
Chrome/146.0.0.0 Safari/537.36 "username":"",
9 sec-ch-ua-mobile: 70 "email": "bender@juice-sh. op",
.0 Sec-Fetch-Site: same-origin "password": "06b0CSCc1922ed4ed62a5449dd209c96d ",
.1 Sec-Fetch-Mode: cors wrole":"customer",
.2 Sec-Fetch-Dest: empty vdeluxeToken
.3 Referer: http://localhost:3000/ "lastLoginIp
-4 Accept-Encoding: gzip, deflate, br “profileInag sts/public/images/uploads/default.svg",
'S Cookie: language==n; welcomebanner status=cdismiss; cookisconsemt status-dismiss; “totpSecret”
continueCode=SwyS00enYWKdj vTEIXS2hAChbh] o 6xUbQT2buDOsZaFSkt NLdVXDBknZ6aR; token= “isActive":true,
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Security Impact

e Account Takeover (ATO): Allows attackers who gain temporary session access (e.g., via
Cross-Site Scripting, Session Hijacking, or local access) to permanently lock out the
legitimate user by changing their password without knowing the original secret.

e Authentication Bypass: Circumvents a core security defense designed to ensure password
modifications are authorized by the actual account owner.

How to Fix the Vulnerability

e Strict Server-Side Validation: Ensure the backend explicitly verifies that the current
password field is present, non-empty, and matches the stored hash in the database before
processing any password change request.

e Use Secure Methods for Sensitive Actions: Use POST or PUT HTTP methods with standard
request body parameters rather than relying on URL query parameters (GET requests) for
credential updates.

¢ Session Invalidation: Revoke all existing active JWT tokens or sessions upon a successful
password change, requiring re-authentication.



Vulnerability 9 Unauthorized Username
Modification

Vulnerability Name: CSRF - Unauthorized Username Modification
Vulnerability Category: Cross-Site Request Forgery (CSRF)
CVSS Score: 8.1 (High)

Juice Shop Challenge Difficulty: 3 Stars

Description

Cross-Site Request Forgery (CSRF) is a vulnerability that allows an attacker to cause avictim's
browser to send an unwanted request to a web application where the victim is already
authenticated.

During testing of the OWASP Juice Shop application, the /profile endpoint was found to accept a
POST request that changes the authenticated user's username.

The request does not contain a CSRF token, and the application relies on the user's authentication
cookie. This can allow a malicious webpage to submit a forged request on behalf of an
authenticated user.

The primary root cause is the absence of a dedicated CSRF protection mechanism, such as a
unique and unpredictable CSRF token associated with state-changing requests. The /profile
endpoint accepts the state-changing request without requiring a CSRF token.

Affected Functionality or Endpoint

e Endpoint: /profile
e HTTP Method: POST
e Vulnerable Parameter: username (no CSRF token required)



Proof of Concept (PoC)

Start the OWASP Juice Shop application using Docker.

Open https://juice-shop.herokuapp.com/

Login to a valid user account.

Open Burp Suite > Proxy > HTTP History.

Modify the username through the application's profile functionality.
Capture the following request: POST /profile

Confirm that the request contains: username=<value>

Observe that no CSRF token is included in the request.

Create an HTML page containing the CSRF form shown above.
10. Open the malicious HTML page while the victim is authenticated.
11. Submit the form.

12. Verify whether the username is changed to CSRFTEST.
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Screenshots / Evidence

1. request displaying the intercepted username-change request, confirming no CSRF token is
present.
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2. confirming the server accepted and processed the request.
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Username:
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Upload Picture
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3. The malicious CSRF HTML page opened in the browser, containing the hidden form pre-filled
with the forged username value.

B  CsREmmioa

File  Edit  View i1 = 8 I B A ] :
<html>
<l CSRF PoC generated by Burp Suite Professional
<body>
<form action="http://127.0.0.1:3000/profile” method="POST">
<input type="hidden" name="username" “2NDCSRFTEST" />
<input type="submit” value="Submit request® /
</form>
<script>

history.pushState(**, **, ‘/');
document., forms[@] . submit();
</script>
</body>
</html>




4. The victim's profile page after the attack, showing the username successfully changed to
"2NDCSRFTEST" without any intentional action by the victim.

& Back .i OWASP Juice Shop

User Profile

2NDCSRFTEST

Flle Upload:
Upload Picture

Image URL
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Security Impact

P Become a deluxe member
Username:

2NDCSRFTEST

0 @ o 20 @

If successfully exploited, an attacker could potentially cause an authenticated user to perform
unauthorized profile modifications without intentionally requesting the action.

Depending on the application's other state-changing endpoints, the same weakness could

potentially affect additional account or profile operations.

The vulnerability requires the victim to be authenticated and to visit or interact with an attacker-
controlled page. However, successful exploitation can result in an unauthorized modification of the

victim's account information.

How to Fix the Vulnerability

The application should implement a dedicated CSRF protection mechanism, such as a unique,

unpredictable, per-session (or per-request) CSRF token that is validated on every state-changing

request, including the /profile endpoint.

Session cookies should also be configured with the SameSite attribute (Strict or Lax) to reduce the
browser's willingness to send them on cross-site requests. Sensitive actions should additionally
verify the Origin/Referer header as a defense-in-depth measure.
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Vulnerability 10 Unrestricted File Upload

Vulnerability Name: Upload Type - File Extension Restriction Bypass
Vulnerability Category: File Upload Vulnerability
CVSS Score: 4.3 (Medium)

Juice Shop Challenge Difficulty: 3 Stars

Description

file upload mechanism of the "Complaint" feature allows users to easily bypass file type
restrictions. While the client-side interface correctly blocks unauthorized extensions (permitting
only .pdf and .zip), the backend API fails into it.

An attacker can bypass this defense mechanism by initially uploading a benign file to pass the
frontend checks, intercepting the resulting POST request using an interception proxy, and
tampering with the filename parameter. This enables the successful upload of all file types, such as
executable PHP scripts, which the server accepts and stores without validation.

Affected Functionality or Endpoint

e Endpoint: /api/Complaints
e HTTP Method: POST
e Vulnerable Parameter: The filename and Content-Type attributes

Proof of Concept (PoC)

Log in to the https://juice-shop.herokuapp.com/

Navigate To Complaint section.

Do required input fields (Customer and Message).

Select a legitimate file, such as .pdf, to satisfy the frontend validation requirements.
Prepare a web proxy (such as Burp Suite) to capture the outbound HTTP POST request
before it reaches the server.

ok o=

o

Modify the filename value, altering it from ".pdf" to any file type you want such as ".php"
7. Adjustthe Content-Type directive to the appropriate setting for the file you uploaded
(application/x-httpd-php in my example).



Screenshots / Evidence

1. navigate to complaint section

OWASP Juice Shop Shop Q O Account ¥ YourBasket° @EN

Contact

JB Customer Feedback Ipload Type (Upload a file that has no .pdf or zip extension.)
® Complaint

4, AlChat
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€5 Photo Wall

Q Deluxe Membership

® Help getting started
) GitHub

lice (1000ml) Banana Juice (1000ml) Basil Smoothie
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to Basket Add to Basket ¥ Add to Basket

Jocalhost:3000/#/chatbot

2. Attempt to attach a restricted file format (e.g., .docx) to trigger client-side error message.
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Complaint

— Customer

admin@juice-sh.op

Wissaoe®
hello world
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3. Now Upload legal file type like pdf
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Complaint

— Customer
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Message*

hello world

© Max. 4096 characters
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> Submit

4. After Getting POST request in Burp Suite we can see filename and content type fields

2V | ssssss WebKitFormBoundar yTmIWExKwD13TIzOd
22 Content-Disposition : form-data ; name="file"; filename ="osp.pdf "
23 Content-Type : application/pdf

5. change them as you want to upload the file you want to upload it and send the request

2L} e WebKitFormBoundar yTmIWExKwD13TIz9d
22 Content-Disposition : form-data ; name="file"; filename ="osp.php "
23 Content-Type : application/x-httpd-php



6. And The website accepted it

= .iownsmuice Shop Q@ Acout W YourBasket | @EN

You successfully solved a challenge: Upload Type (Upload a file that has no.pdf or zip extension.)

Complaint

Security Impact

¢ Remote Code Execution (RCE): If the destination directory allows script execution, an
attacker could upload a web shell. This leads to arbitrary command execution and
potentially full compromise of the underlying web server.

e Malware Distribution & XSS: The upload directory can be weaponized to host malicious
payloads or HTML documents containing Stored Cross-Site Scripting (XSS), compromising
administrators or other users who review the complaints.

How to Fix the Vulnerability

¢ Implement Backend Validation: Discard frontend checks. The server must explicitly
validate the incoming file against a strict, hardcoded whitelist of permitted extensions (only

.pdf and .zip).

e Secure Storage and Renaming: Store all user-uploaded files outside of the public web root
to prevent direct execution. Additionally, non-executable extension upon saving.



Vulnerability 11 Upload Size

Vulnerability Name: Upload Size - File Size Restriction Bypass
Vulnerability Category: Unrestricted File Upload
CVSS Score: 4.3 (Medium)

Juice Shop Challenge Difficulty: 3 Stars

Description

The complaint form only checks the invoice file size on the client side, with a limit of 100 kB. An
attacker can choose a small PDF that passes this check, then use Burp Suite to intercept the
upload request and replace the file with a much larger PDF.

Since the server does not check the file size again, it accepts and stores the oversized file.

Affected Functionality or Endpoint

o Endpoint: POST /file-upload
o Page: /#/complain
¢ Vulnerable Control: Client-side-only file size validation (100 kB limit)

Proof of Concept (PoC)

1. Navigate to the Complaint page and select a small PDF file (e.g. osp.pdf) that satisfies
the 100 KB client-side limit.

2. Intercept the outbound request in Burp Suite before it reaches the server.

3. Replace the file's content in the request body with a larger PDF payload that exceeds
100 kB

4. The server accepts the oversized file.



Screenshots / Evidence

1. navigate to complaint section
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3. We got content of osp.pdf that we uploaded it
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4. After changing content of PDF with another larger pdf body
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5. We uploaded PDF file larger than 100KB Successfully

= ,‘ OWASP Juice Shop
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You successfully solved a challenge: Upload Size (Upload a file larger than 100 kB.)

Complaint

Customer
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Hi
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Security Impact

Since the file size is only checked on the client side, an attacker can bypass the limit and
upload very large files. If this is abused repeatedly, it could use up server storage or slow

down the application. It may also allow attackers to upload larger files than the application
is supposed to accept.

How to Fix the Vulnerability

The server should check the file size itself before saving the file. The 100 kB limit should be
enforced on the actual uploaded data, not just the file selected by the user. A maximum

request size can also be configured on the web server or reverse proxy as an extra layer of
protection.



Vulnerability 12 Forged Feedback

Vulnerability Name: Forged Feedback
Vulnerability Category: IDOR
CVSS Score: 7.7 (High)

Juice Shop Challenge Difficulty: 3 Stars

Description

Customer Feedback form submits a POST request to /api/Feedbacks/ containing a JSON body that
includes a Userld field, in addition to the comment, rating, and CAPTCHA result. This Userld value
is taken directly from client-supplied input.

By intercepting the request with Burp Suite and changing the Userld value from the attacker's own
ID (e.g. 1) to an arbitrary other user's ID (e.g. 22), it is possible to submit feedback that is stored and
displayed as if it were posted by that other user, without their knowledge or consent.

Affected Functionality or Endpoint

e Endpoint: POST /api/Feedbacks/
e Page: /#/contact
e Vulnherable Parameter: Userld

Proof of Concept (PoC)

1. Fillin a comment, rating, and CAPTCHA, then submit the form while intercepting the
request in Burp Suite.

2. Change the Userld value in the intercepted request to a different, arbitrary user ID .

3. Forward the modified request to the server.

4. The server accepts the request and stores the feedback under the forged Userld.



Screenshots / Evidence

1. Writing Feedback with a specific user
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3. Changing The Userld to another Valid User
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You successfully solved a challenge: Forged Feedback (Post some feedback in another user's name )
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Security Impact

An attacker can submit feedback or comments using another user's ID, making it look like
the comment came from that person.

This could be used to post offensive, false, or misleading content and damage someone's
reputation.

It also reduces the trust and reliability of the feedback system. The same issue may existin
other parts of the application if they also trust user IDs sent by the client.

How to Fix the Vulnerability

The server should not trust the Userld sent by the user. It should get the correct Userld from
the logged-in session.

The Userld in the request should be ignored or rejected. The server should also make sure
users cannot change sensitive fields such as Userld or roles.



